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\/ Delivering Innovation

Our Focus

The generation of, and demand for data continues to rise exponentially year-on-year. In a data-driven world, how do we secure our
data, maintain confidence in its veracity, and ensure availability? How do we use such vast volumes of data effectively to enhance
productivity, reduce risk, empower our business decision-making, and inform and take action?

Somerford specialises in the secure adoption of cloud services and technologies, addressing the challenges of complex hybrid environments.
We're renowned for guiding organisations to unlock their potential and achieve scalable, outcome-driven solutions.

As the demand for data surges yearly in our interconnected world, securing, verifying, and ensuring data availability becomes
paramount. Our expertise enables our customers to harness vast data volumes effectively, enhance productivity, reduce risk, make
informed decisions and provide actionable insights.

Experience High-Quality Service
L@ FTSE-250 @ On-prem

Private and Public Organisations Hybrid

Government, Intelligence & Defence Poly Cloud

Experience across all industries Full Cloud
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Customer First Approach

Discovery

Architect &
Design

Project Plan

Implementation
and Migration
Services

» Cloud Transformation
* Project Management

Support

Service Desk

Account Management
Regular Health Checks
User and Discovery
Forums

Quarterly Business
Reviews

. . » Scoping Workshops » Use Case Design » Successful » Adoption Reviews
Organisation » Deep Dive Analysis * Architecture Design Implementation
» Business Value Consulting © ROl'and TCO Analysis * Testing
Understand strategy, « Proof of Value » Interoperability Design « Support Enablement
funcponal, and technical « Solution Enablement o Transition to BAU
requirements and » Technical Requirements
business drivers
Knowledge Transfer and Enablement with your Somerford Certified Technical Consultant a

Design of Target Operating Model and Gap Analysis
Cyber Security Use Case Design with Security Maturity Enhancement

Architected, designed, Developed and implemented solution designs
Design and Facilitate the Construct of a Centre of Excellence

Risk Assessment
Cloud Transformation
Enablement

Transition from Project to Capitalised Operations
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Delivering Innovation

Our Model

As experts, our consultants engage with
our customers to understand their Al
and data-driven goals and learn how

- best to implement and manage their

environment to address their needs and
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Somerford
Technical
Capabilities

Professional
Services

Enablement
Workshops
. Augmented
Design . Support
Workshops
Executive
Fast Track Splunk < > Eggua%esment/
POCs « |
> Service Desk
Marketing <

Technical Val
BVC ——  Assessment —— Health Checks
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De ivering Innovation

Transition from
Project to Business
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We are equipped to provide

Design of Target

Cyber Securlty Use
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Security Maturity Gap Analysis

design to implementation and Enhancements
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Added Value Expanded S’ MERFORD

Our security-cleared consultants build and integrate bespoke platforms that significantly reduce risks and drive productivity with a broad range of
enterprise clients, across industries, including the public and defence sectors. Somerford drives greater value in data by helping organisations derive
real-time insights to support effective decision-making.

With our end-to-end services, Somerford delivers specialised knowledge, skills, experience, and a long reputation for enabling digital transformation
at scale and pace. We provide full delivery, including design, implementation, deployment, and support.

Enablement Health Checks
Workshops

Somerford provides an annual Health
Bespoke training tailored to Check to maximise customers’ ROI, identify
your environment and any potential platform or user issues and
processes to get the best suggest a clear resolution. Health Checks
value out of your solutions. are completed by certified Somerford
technical consultants who provide a full
written report.
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Added Value Expanded S’ MERFORD

Our security-cleared consultants build and integrate bespoke platforms that significantly reduce risks and drive productivity with a broad range of
enterprise clients, across industries, including the public and defence sectors. Somerford drives greater value in data by helping organisations derive
real-time insights to support effective decision-making.

With our end-to-end services, Somerford delivers specialised knowledge, skills, experience, and a long reputation for enabling digital transformation
at scale and pace. We provide full delivery, including design, implementation, deployment, and support.

Enhanced Augmented Business Value Consulting
Support Services (BVC)

We supercharge your internal capabilities Our customer-led discovery workshops,
by combining an Enhanced Service Desk facilitated by expert Somerford Business
with flexible Professional Services. Built Value Consultants, unlock the maximum
around three core pillars: Responsive potential of your technology investment.

Support for rapid incident resolution, Utilising proprietary Business Value
Proactive Support to preemptively Consulting tools, we deliver tailored
optimise system health, and an Engineer adoption roadmaps and data-driven value
on Demand service for immediate benchmarks, giving you a clear, actionable
specialist expertise. We ensure your critical blueprint to optimise platform utilisation
platforms remain secure, resilient, and fully and accelerate measurable business returns.
optimised.
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Added Value Expanded S’ MERFORD

Our security-cleared consultants build and integrate bespoke platforms that significantly reduce risks and drive productivity with a broad range of
enterprise clients, across industries, including the public and defence sectors. Somerford drives greater value in data by helping organisations derive
real-time insights to support effective decision-making.

With our end-to-end services, Somerford delivers specialised knowledge, skills, experience, and a long reputation for enabling digital transformation
at scale and pace. We provide full delivery, including design, implementation, deployment, and support.

Technology Complimentary Data
Integration Risk Assessments

Somerford has developed « Ransomware Preparedness
several pre-configured e Data Risk Assessment

plugins to accelerate  Co-Pilot Readiness Assessment
technology integration e Remote Work Risk

free of charge.

e Netskope Cloud Risk Assessment
e SASE Assessment




/)
Added Value Expanded S’ MERFORD

Our security-cleared consultants build and integrate bespoke platforms that significantly reduce risks and drive productivity with a broad range of
enterprise clients, across industries, including the public and defence sectors. Somerford drives greater value in data by helping organisations derive
real-time insights to support effective decision-making.

With our end-to-end services, Somerford delivers specialised knowledge, skills, experience, and a long reputation for enabling digital transformation
at scale and pace. We provide full delivery, including design, implementation, deployment, and support.

Dedicated Support Desk

Qua rterly Business Our in-house Service Desk offers support through
. several channels, including telephone, email and
Reviews | 5 HEEP |
remote sessions. Cases are logged and assigned to

Hosting quarterly business an engineer who will respond within 1 business

reviews to ensure customers are hour.

gaining maximum value from the
platform and supporting all future
use cases.

The Support Desk handles a large number of calls
annually and resolves over 95% in-house without
needing to escalate to the vendor. Where
required, we can also act as an escalation point to
the vendor for any bugs found and ensure the
case Is resolved promptly.
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Our security-cleared consultants build and integrate bespoke platforms that significantly reduce risks and drive productivity with a broad range of

enterprise clients, across industries, including the public and defence sectors. Somerford drives greater value in data by helping organisations derive
real-time insights to support effective decision-making.

With our end-to-end services, Somerford delivers specialised knowledge, skills, experience, and a long reputation for enabling digital transformation
at scale and pace. We provide full delivery, including design, implementation, deployment, and support.

Cloud Security Assessments

Somerford offers a cloud security assessment to help develop your cloud security strategy.
Providing immediate insight through an online questionnaire and personalised report. We can
then further plan your cloud security strategy around our three tiers for the next steps.

e Consultation with 1/2 day workshop
e Cloud Risk Assessment

e Data Risk Assessment

e Cloud Security Strategy based on data
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At Somerford, we go beyond the ordinary, offering added value through our comprehensive services and expertise. This includes creating Centres
of Excellence (COEs) to provide flexibility in platform consumption and integration opportunities in various technology environments, from on-

premises to hybrid and full cloud.

Service Catalogue

Certified Consultants Project Management

Cloud Security/Data Risk

Augmented Support Assessment

Licence Audit and Business Value
Administration Consulting (BVC)

Supply Chain and Third-
Party Risk

Technology Integration

Quarterly Business
Reviews

Technical Value
Assessments

Account Management

Enhanced Support
Service

Enablement Workshops

Application Audits
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Technical
Value
Assessment

Technical Value Assessment (TVA)

The Technical Value Assessment (TVA) is a complimentary offering from Somerford
that is designed to provide a holistic evaluation, technically and strategically of your
current environment based on our partner product suite. Whether you're aiming to
modernise your service, optimise costs, or improve platform adoption, the TVA
delivers a clear roadmap tailored to your business.

The primary goal is to determine how effectively the technology is being utilised and
to identify opportunities for improvement to maximise its value to your organisation.

This assessment will generally include:

e A full assessment of the current instance

e A review that identifies any issues and gaps

e An evaluation of general user behaviour

e Recommendations and actionable steps
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Customer Success Stories

Don't just take our word for it. Read a snapshot of our successful customer digital
transformations directly from those whom we have helped.

Specsavers Customer Case Study

Revolutionising monitoring and consolidation at
Specsavers.

‘By leveraging historical data and trends, we could identify potential
issues before they become major incidents. It was a significant
improvement in our overall IT service management strategy. Somerford
played a crucial role in achieving this”

East of England Co-Op

L] L] L] L] i k I
Em powering a Lead ing U N IVGFSIty Moving EoE from legacy Splunk apps to enab e-them touse
the latest app's from Splunkbase and put them into a good

with Splunk Cloud Transformation position for their future data journey

An esteemed University with over 25,000
students from over 140 countries



https://www.somerfordassociates.com/specsavers-splunk-somerford-case-study/
https://www.somerfordassociates.com/specsavers-splunk-somerford-case-study/
https://www.somerfordassociates.com/specsavers-splunk-somerford-case-study/
https://www.somerfordassociates.com/specsavers-splunk-somerford-case-study/
https://www.somerfordassociates.com/specsavers-splunk-somerford-case-study/
https://www.somerfordassociates.com/university-case-study/
https://www.somerfordassociates.com/university-case-study/
https://www.somerfordassociates.com/university-case-study/
https://www.somerfordassociates.com/university-case-study/
https://www.somerfordassociates.com/university-case-study/
https://www.somerfordassociates.com/east-of-england-cooperative-society-splunk-upgrade-journey-case-study/
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Industry Experience

Somerford Associates serves a diverse array of clients. From small businesses to enterprise-level corporations,
we tailor our services to meet the needs of each client. Our client portfolio includes esteemed organisations
from the FTSE 150, 250, and governmental agencies.

F F F 4 F
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Solutions Interoperability

Holding top-tier partner status with each of our vendor relationships and with a wealth of technical knowledge, we build bespoke services or
applications within the solution to further meet customers' business requirements. Having skills across each partner enables further
iIntegration and consolidation opportunities.

splunk> N\ vARONIS CONFLUENT Delinea N netskope

a CI1SCO company

Securiti Al (H) HashiCorp A Chainguard 15 Grafana Labs & blinkops

aVeeam company

okta % BlueVoyant (&) Security mnemonic @ !sland

Imprivata aws marketplace
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Market Leading Partner Eco-System

As an Elite, award-winning Splunk Partner and accredited Professional Services provider, Somerford is a trusted go-to partner for Splunk expertise
across enterprise and public sector organisations. With over 20 certified consultants, including security-cleared specialists, we deliver complex on-
premise and cloud deployments, alongside enablement and value-led consulting to help customers maximise their investment.

- splunk>

a CISCO company

Splunk, a Cisco company, is the industry-leading data platform that powers enterprise resilience by enabling
organisations to ingest, search, monitor, and analyse massive volumes of machine-generated data in real time.
Operating across hybrid and multi-cloud environments, Splunk serves as the foundational architecture for advanced
Security Information and Event Management (SIEM) and end-to-end IT observability, breaking down traditional data
silos with its flexible "schema-on-read" approach. Driven by integrated innovations like Splunk Machine GPT and
automated SOAR workflows, the platform enables Security Operations Centers (SOCs) to transition from manual
threat detection to proactive, intelligent orchestration.



SQMERFORD

Market Leading Partner Eco-System

Somerford is a certified Varonis Platinum Partner, working with one of the leading data security platforms to help organisations protect critical
information. Together, we deliver solutions that strengthen data security, prevent breaches, and support effective response to cyber threats
across enterprise environments.

e — \\.\VAROOIS

Varonis is the pioneer in cloud-native Data Security Posture Management (DSPM) and automated outcomes,
engineered to protect business-critical data across hybrid cloud, SaaS, email, and on-premises environments.
Delivered entirely as a unified Saa$S platform via Varonis Atlas, it continuously discovers, classifies, and maps
permissions for unstructured data and Al workloads, automatically enforcing a state of least privilege and correcting
misconfigurations without human intervention. By layering advanced User and Entity Behavior Analytics (UEBA)
alongside its premier Managed Data Detection and Response (MDDR) service, Varonis provides around-the-clock
threat hunting and automated ransomware mitigation backed by a global team of data security experts.
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Market Leading Partner Eco-System

As a trusted Confluent partner, Somerford helps organisations design, deploy, and operationalise modern data streaming architectures. Our
expert consultants support customers through implementation and adoption, ensuring they maximise the value of their Confluent platform
across real-time data use cases.

(%) CONFLUENT

Confluent, founded by the original creators of Apache Kafka, is the leading data streaming platform designed to
break down legacy data silos and deliver real-time, event-driven data infrastructure across hybrid and multi-cloud
environments. Available as a fully managed cloud service with Confluent Cloud or a self-managed software solution
via Confluent Platform, the architecture allows organisations to continuously ingest, process, and route massive
streams of data from any source to any destination. Driven by Apache Flink and advanced stream governance tools,
Confluent enables businesses to transform static, historical databases into an intelligent, live data mesh.
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Market Leading Partner Eco-System

As a trusted Delinea partner, Somerford helps organisations strengthen identity security through expert consultancy and implementation
services. Our specialists support customers in deploying and optimising Delinea to secure privileged access, reduce risk, and improve control

across hybrid and cloud environments.

Delinea

Delinea is a pioneer in modern identity security, providing a unified, cloud-native control plane that extends
traditional Privileged Access Management (PAM) into continuous, real-time authorisation. Built specifically for the
agentic Al era, the Delinea Platform (powered by Iris Al) continuously discovers, inventories, and analyses risk across
all human, machine, and autonomous Al identities across hybrid and multi-cloud environments. By integrating
StrongDM'’s advanced just-in-time (JIT) runtime authorisation capabilities, Delinea enforces least-privilege policies at
the precise moment of action, enabling organisations to aggressively transition toward Zero Standing Privilege (ZSP)

and eliminate hard-coded credentials.
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Market Leading Partner Eco-System

As a Netskope Preferred Partner, Somerford helps organisations secure cloud and web usage through expert consultancy and implementation
services. Our specialists support customers in deploying and optimising Netskope to enable secure access, protect data, and strengthen

security across modern cloud environments.

— 1 NP netskope

Netskope delivers the Netskope One platform, a unified, cloud-native Security Service Edge (SSE) and SASE
architecture designed to protect data and defend against threats across the web, cloud applications, and private
infrastructure. Operating over its high-performance, low-latency NewEdge global network, the platform integrates a
Next-Gen Secure Web Gateway (SWG), an industry-leading Cloud Access Security Broker (CASB), Zero Trust
Network Access (ZTNA), and enterprise-grade Data Loss Prevention (DLP) into a single console and software agent.
Optimised for the modern landscape, the platform features the Netskope One Al Security suite, including the Al
Command Center, Agentic Broker, and Al Guardrails which provides comprehensive discovery, risk correlation, and
content moderation to safely enable autonomous Al agents and large language models.
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Market Leading Partner Eco-System

As a trusted Securiti partner, Somerford helps organisations strengthen data security, privacy, and governance through expert consultancy

and implementation services. Our specialists support customers in deploying and optimising Securiti to discover, protect, and govern sensitive
data across hybrid and multi-cloud environments.

Securiti Al

a Veeam company

Securiti is a pioneer in unified data intelligence and the creator of the Data Command Center, a centralised platform
engineered to enable the safe use of data and generative Al across hybrid, multi-cloud, and SaaS environments. By
utilising a multi-dimensional knowledge graph, the platform unifies Data Security Posture Management (DSPM), Al
Security Posture Management (Al-SPM), automated privacy operations, and complex regulatory compliance into a
single pane of glass. Securiti allows organisations to discover and classify structured or unstructured data at a
petabyte scale, automatically trace data lineage, and enforce granular access governance to eliminate shadow Al and

insider threats. Following its strategic acquisition by Veeam, Securiti seamlessly integrates its advanced Al-driven
data intelligence with industry-leading data resilience.
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Market Leading Partner Eco-System

Somerford is a Hyper-Specialised HashiCorp partner with extensive experience supporting organisations across a range of industries. VWe help
customers unlock the full value of HashiCorp solutions through expert consultancy, implementation, and ongoing support, ensuring successful

adoption and integration across hybrid and cloud environments.

—————— () HashiCorp

HashiCorp, an IBM company, is the industry leader in infrastructure automation and identity-based security,
providing a standardised cloud operating model to provision, secure, connect, and run applications across hybrid
and multi-cloud environments. Its highly scalable suite features Terraform for Infrastructure as Code (laC)
automated provisioning, Vault for advanced secrets management and identity-based Zero Trust security, Consul
for service-mesh networking, and Nomad for lightweight workload orchestration. Now fully integrated into IBM's
automation and Red Hat portfolios, HashiCorp eliminates cloud complexity, removes hard-coded credentials, and
empowers platform engineering teams to deploy Al and cloud-native applications with unified, compliant control

planes.



SQMERFORD

Market Leading Partner Eco-System

As a trusted Chainguard partner, Somerford helps organisations improve software supply chain security through expert consultancy and
implementation services. Our specialists support customers in adopting Chainguard to reduce vulnerability risk, strengthen container security,
and build more secure software delivery pipelines.

A Chainguard

Chainguard is the pioneer in secure-by-default software supply chain solutions, providing modern enterprises with a
trusted foundation for open-source software, cloud-native apps, and Al workloads. Driven by the Chainguard
Factory a highly automated, SLSA Level 3-compliant build infrastructure, the platform continuously rebuilds,
cryptographically signs, and generates Software Bills of Materials (SBOMs) for thousands of minimal, "distroless"
container images and language libraries. By systematically stripping out unnecessary packages, Chainguard drops
known vulnerability (CVE) counts to virtually zero overnight, successfully eliminating up to 97.6% of an application's
attack surface.
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Market Leading Partner Eco-System

As a Grafana Cloud Silver Partner, Somerford helps organisations enhance observability through expert consultancy and implementation

services. Our specialists support customers in deploying and optimising Grafana Cloud to unify metrics, logs, and traces, improving visibility
and operational insight across modern environments.

15 Grafana Labs

Grafana Labs is the creator of the leading open and composable observability platform, empowering enterprises to
search, visualise, and analyse metrics, logs, and traces regardless of where they are stored. Built on a vendor-neutral
philosophy that eliminates data lock-in, the Grafana Cloud unified ecosystem integrates core open-source pillars,
including Grafana for dynamic dashboards, Mimir for metrics, Loki (now enhanced by Logline) for high-cardinality log
aggregation, and Tempo for tracing. Driven by automated cost-management features like Adaptive Telemetry and

built-in GenAl capabilities via the Grafana Assistant, the platform accelerates incident response and reduces Mean
Time to Resolution (MTTR).
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As a trusted BlinkOps partner, Somerford helps organisations automate security and operational workflows through expert consultancy and
implementation services. Our specialists support customers in deploying and optimising BlinkOps to streamline incident response, reduce

manual effort, and improve security operations efficiency.

blinkops

BlinkOps is the pioneer in agentic security automation, redefining the legacy SOAR (Security Orchestration,
Automation, and Response) market with the industry's first No-Code Security Agent Builder. Built specifically for the
modern Security Operations Center (SOC), the platform empowers both developers and non-technical security
teams to generate autonomous, custom security micro-agents and workflows using intuitive, generative Al prompts.
Featuring a library of over 10,000 workflow templates and tens of thousands of out-of-the-box integrations,
BlinkOps micro-agents operate seamlessly across cloud security, identity management (IAM), incident response, and

compliance.
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Market Leading Partner Eco-System

Somerford is a certified Okta Activate Partner and has been an Okta user since 2016. Our team includes security-cleared consultants,
engineers and project managers with extensive experience delivering Okta implementations across some of the UK's largest enterprises and

Government Departments.

okta

Okta is the leading independent Identity and Access Management (IAM) platform that secures connections

between people, devices, and applications across the modern enterprise. Through its core offerings the
Workforce Identity Cloud and the Customer Identity Cloud (powered by AuthO). Okta enables seamless
Single Sign-On (SSO), adaptive multi-factor authentication (MFA), and automated lifecycle management for
iInternal employees and external consumers alike. By integrating advanced continuous threat protection,
privileged access controls, and Al identity security, Okta delivers a robust, vendor-neutral Zero Trust
architecture that reduces IT friction, mitigates security risks, and accelerates digital transformation.
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Market Leading Partner Eco-System

As a Platinum BlueVoyant Partner, to deliver integrated cybersecurity services that help organisations strengthen protection across their
operations. Working closely with BlueVoyant, we provide expert-led solutions designed to enhance visibility, improve resilience, and support

effective cyber risk management.

‘9 Blue\Joyant ———

BlueVoyant delivers a comprehensive, cloud-native Cyber Defense Platform that combines advanced Al-driven
automation with expert human insight to secure an organisation's entire digital footprint. Operating directly within a
client's existing SIEM and EDR infrastructure, BlueVoyant provides technology-agnostic Managed Detection &
Response (MDR) alongside robust Digital Risk Protection to neutralise threats across networks, endpoints, and the
dark web. What truly sets BlueVoyant apart is its pioneering Third-Party Risk Management (TPRM) and Supply Chain
Defense; supported by its dedicated Risk Operations Center (ROC), the platform goes beyond simple risk scoring by
actively investigating, validating, and directly remediating zero-day vulnerabilities within a customer's external vendor

ecosystem.
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Market Leading Partner Eco-System

Somerford is a Premier Partner of SecurityScorecard, a platform that provides continuous visibility into the cybersecurity posture of
organisations. By analysing external cyber threat intelligence signals, SecurityScorecard generates risk scores that help organisations
understand, monitor, and improve their security posture.

(&N Security
‘ > Scorecard

SecurityScorecard is the global leader in threat-informed Third-Party Risk Management (TPRM) and cybersecurity
ratings, continuously monitoring and grading the external security posture of millions of organisations worldwide.
Utilising an intuitive, statistically validated A-F grading scale, the platform tracks vulnerabilities across ten critical risk
factors including network security, endpoint security, and patching cadence, to offer an outside-in hacker’s
perspective of an organisation’s digital footprint. Driven by TITAN Al and the MAX Service Delivery ecosystem,
SecurityScorecard eliminates the friction of traditional, manual security questionnaires while delivering real-time,
predictive breach intelligence and automated vendor response workflows.
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Market Leading Partner Eco-System

As a Gold Partner of Mnemonic, Somerford helps organisations strengthen security operations through Managed Detection and Response
(MDR) services. Our proactive approach combines advanced tooling with expert analysis to detect, investigate, and respond to threats in real
time, helping keep organisations secure against evolving cyber risks.

_  mnemonic

mnemonic is a premier cybersecurity pure-play firm and a globally recognised leader in Managed Detection &
Response (MDR), trusted to protect critical infrastructure and enterprise IT/OT environments from advanced cyber
threats. Driven by its proprietary Argus security platform and a team of over 450 deep-tech security experts, ethical
hackers, and incident responders, mnemonic seamlessly combines big data threat analysis with human intuition to
offer 24// detection, response, offensive testing, and risk advisory services. Acknowledged as a notable MDR vendor
by Gartner and a primary threat intelligence partner to international law enforcement agencies like Europol,
mnemonic provides organisations with an independent, fact-based defense architecture that systematically
neutralises security risks and ensures long-term operational resilience.
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As a trusted Island Enterprise Browser partner, Working closely with Island, we support customers in deploying and optimising Island to
enable secure access to web applications, reduce endpoint risk, and improve visibility and control over user activity.

- ; Island

Island, the Enterprise Browser, redefines modern workspace security by embedding advanced data protection, IT
governance, and Zero Trust access directly into a familiar, Chromium-based browser. By securing the "last mile" of
user interaction where TLS encryption terminates, Island gives organisations granular control over data movement,
allowing administrators to dynamically restrict copy/paste, screenshots, and downloads based on user identity,
application, and device posture. This unique, browser-level enforcement allows enterprises to securely onboard
third-party contractors in minutes, fully enable safe Bring-Your-Own-Device (BYOD) and generative Al strategies,

and completely replace costly, high-latency Virtual Desktop Infrastructure (VDI).



SQMERFORD

Market Leading Partner Eco-System

As a trusted SoSafe partner, Somerford helps organisations strengthen human risk management. Working closely with SoSafe whose

specialists support customers in deploying and optimising SoSafe to build security awareness, reduce human-related risk, and improve
organisational resilience against cyber threats.

() sosafe

SoSafe is Europe’s leading cybersecurity awareness and Human Risk Management (HRM) platform, leveraging
behavioral science to transform employees into an organisation’s strongest line of defense. Through its advanced
Human Risk OS™, the platform moves beyond traditional, boring compliance check-boxes by tracking a continuous
Human Security Index that quantifies and visualises human-centric vulnerabilities across departments. Driven by
smart, Al-powered phishing simulations and personalised, gamified micro-learning alongside its conversational Al
companion, Sofie - SoSafe delivers real-time psychological interventions that turn secure habits into second nature.
Fully GDPR-compliant and engineered for automated deployment, SoSafe helps global enterprises mitigate

sophisticated social engineering tactics, satisfy stringent compliance audits (such as ISO 27001), and sustainably build
a proactive culture of digital self-defense.
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Market Leading Partner Eco-System

As a trusted KnowBe4 partner, Somerford work closely with KnowBe4 to help organisations reduce human cyber risk. KnowBe4 specialists
support customers in deploying and optimising KnowBe4 to strengthen security awareness, change user behaviour, and reduce exposure to

phishing and social engineering threats.

KnoOwbe4

KnowBe4 is the pioneer in Human Risk Management (HRM) and agentic Al governance, engineered to secure the
modern enterprise against social engineering, phishing, and Al-driven fraud. Trusted by more than 70,000
organisations worldwide, the KnowBe4 Platform integrates its massive security awareness training library and
automated attack simulations with its core AIDA (Artificial Intelligence Defense Agents) orchestration engine. Driven
by the recent release of its Agent Risk Manager (ARM), the platform extends workforce security beyond humans to
autonomous Al agents, actively discovering "shadow Al," mapping permissions, and applying behavioral guardrails to

prevent data exfiltration.
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Market Leading Partner Eco-System

As an Premier Partner, Somerford is a trusted Imprivata partner expertise across enterprise and public sector organisations. With over 20
certified consultants, including security-cleared specialists, we deliver complex on-premise and cloud deployments, alongside enablement and

value-led consulting to help customers maximise their investment.

— = EEimprivata

Imprivata is the digital identity and access management leader for mission-critical industries, purpose-built to solve
complex security, compliance, and workflow challenges across highly regulated enterprise environments. Its core
platform delivers context-aware, passwordless authentication such as badge-tapping, proximity sensors, and
biometric verification allowing mobile and distributed workforces to instantly secure and roam virtual desktops across
shared workstations and mobile devices without login friction. Driven by advanced Al-powered behavioral analytics
and complemented by its built-in Identity Governance and Administration (IGA) and Vendor Privileged Access
Management (VPAM), Imprivata secures all internal, third-party, and autonomous identities at the precise point of

dCCESS.
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Market Leading Partner Eco-System

As an AWS Marketplace partner, Somerford helps organisations simplify procurement and deployment of cloud-based solutions through

expert consultancy and implementation services. Our specialists support customers in selecting, onboarding, and optimising solutions via AWS
Marketplace to accelerate adoption and improve time to value.

— , aws marketplace ———o—

AWS Marketplace is a curated digital catalog and enterprise procurement channel that streamlines how organisations
discover, try, buy, deploy, and manage third-party software, data, and cloud services. By centralising purchases into a
single, consolidated AWS invoice, the platform allows businesses to bypass traditional, months-long vendor
onboarding, legal reviews, and procurement friction. Crucially for enterprise buyers, AWS Marketplace transactions

can be customised through tailored private offers and seamlessly applied toward an organisation's pre-existing AVWS
Enterprise Discount Program (EDP) cloud-spend commitments.



Commercial Sector

Somerford supports many of the UK’s
largest organisations across all industries.

We provide a range of solutions that
enable our customers to succeed in their
core business and maximise the benefit of
digitisation. Aligned with our customers’
objectives in a true partnership, we
implement high-quality solutions through
Professional Services and technology
partnerships.
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Public Sector & Defence

Our specialist public sector team understands the challenges, not just
concerning data management but also cost control, timely delivery and
CeNErEnNceE.

Somerford’s solutions have helped to deliver public-facing applications
that are robust and reliable and have enabled government departments
and Defence to identify and address sensitive, over-exposed data and
thereby demonstrate effective compliance. This experience includes cloud
transformation, helping institutions to accelerate their digital
transformation to enable secure remote working.

Supported by our security cleared team, we work collaboratively to
deliver solutions that place data in the hands of those who are authorised
to have it when they need it, and in a format that they can understand.
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Our Values :

Our value statement revolves around integrity, innovation, and impact. We are committed to upholding the highest standards of integrity in
all our actions, interactions, and decisions. Through continuous innovation, we strive to push boundaries, embrace change, and deliver
exceptional solutions that exceed expectations. Our ultimate goal is to make a meaningful impact, not only for our clients but also for the
communities we serve. We believe in fostering collaboration, diversity, and inclusivity to create a positive and sustainable difference in the
world. At the core of our values lies a dedication to excellence, accountability, and customer satisfaction

We are pleased to be an approved silver-tier partner for the Defence Employer Recognition Scheme’s Covenant
Initiative.

With our long and established history of working with the Ministry of Defence as well as hiring ex-service
personnel, we see first-hand the benefits they bring to a business. We employ Veterans, reservists, and military
ARMED FORCES spouses and are keen to do all we can to support them whilst providing a viable route into employment.

COVENANT

We prioritise inclusivity, sustainability, and ethical business practices, fostering a diverse and equitable workplace.
Committed to minimising our environmental impact, we aim for a sustainable future. Our business thrives on
Integrity, transparency, and customer satisfaction, aiming not only to provide cutting-edge solutions but also to
positively impact the social fabric of those around us.

SILVER AWARD
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Frameworks and Memberships

At Somerford Associates, we are committed to delivering trusted, secure, and responsible solutions to our customers across both the public

and private sectors. Our certifications, frameworks, and industry accreditations reflect our dedication to operational excellence, sustainability,
and best practice.

;""'"; Digital
Outcomes
Specialists

HM Government r ACh"leS -1

G-Cloud
Supplier

GOV.UK

Digital Cutcomes and Specialists 7 (DOS 7)

L. SILVER =

UN Global Compact Sustainable Supplier RM1043.8

Training Programme

Crown Crown Crown Crown
Commercial Commercial Commercial Commercial
Service Service Service Service
Supplier Supplier Supplier Supplier
Technology Products and Associated Back Office Software Technology Online Purchasing Content Cyber Security Service 3 (C553)

Services 2 (TePAS 2)

RM 6098 RM 6194 RM 6147 RM 3764.3



Summary

At Somerford Associates, our mission is to assist organisations
In their adoption of cloud services and technologies securely.
We specialise in navigating the complexities of hybrid
environments and have earned a reputation as a trusted

partner in delivering scalable solutions with output-driven
‘objectives.

'rsh_ips cater to on-premises,
X avmg the ability to sit

Q ...r

-r:.ll

Ll | .
Vi I
1 . [

|Mhugmu:%;“”:}:'~”’ S

S MERFORD

Delivering Innovation

) 2




Contact us:

UK Commercial Offices

Unit 117 Green Park
- Watermoor Point 450 Brook Drive .-
- Watermoor Road  Reading
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UAE Office

Somerford Middle East
Computer System Trading LLC
Al Habtoor Business Tower
Servcorp, Level 21,

Dubail Marina, UAE

PO Box 29805
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	Solutions and Services
	Data-First Security Ecosystem

	IT’S DATA
	Our Focus
	Diverse  Industry  Experience
	Customer First Approach
	Organisation
	Architect & Design
	Discovery
	Implementation and Migration Services
	Support

	Our Model
	Somerford Technical Capabilities
	Service Desk

	The Somerford Model
	As experts, our consultants engage with customers to understand their data-driven goals and learn how best to implement and manage their environment to address their needs and desired outcomes. The Somerford model is the foundation of our operations. We are equipped to provide end-to-end delivery, from design to implementation and support.
	Professional Services

	Added Value Expanded
	Enablement Workshops
	Health Checks
	Enhanced Augmented Support Services
	Business Value Consulting (BVC)
	Technology Integration
	Complimentary Data Risk Assessments
	Our security-cleared consultants build and integrate bespoke platforms that significantly reduce risks and drive productivity with a broad range of enterprise clients, across industries, including the public and defence sectors. Somerford drives greater value in data by helping organisations derive real-time insights to support effective decision-making.
	With our end-to-end services, Somerford delivers specialised knowledge, skills, experience, and a long reputation for enabling digital transformation at scale and pace. We provide full delivery, including design, implementation, deployment, and support.

	Quarterly Business Reviews
	Hosting quarterly business reviews to ensure customers are gaining maximum value from the platform and supporting all future use cases.

	Dedicated Support Desk
	Customer Success

	Service Catalogue
	Certified Consultants
	Project Management
	Technology Integration
	Enhanced Support Service
	Augmented Support
	Cloud Security/Data Risk Assessment
	Quarterly Business Reviews
	Enablement Workshops
	Licence Audit and Administration
	Business Value Consulting (BVC)
	Technical Value Assessments
	Application Audits
	Supply Chain and Third-Party Risk
	Account Management

	Solutions
	Solutions
	Technical Value Assessment (TVA)
	Don’t just take our word for it. Read a snapshot of our successful customer digital transformations directly from those whom we have helped.

	Customer Success Stories
	Specsavers Customer Case Study
	Revolutionising monitoring and consolidation at Specsavers.

	Empowering a Leading University with Splunk Cloud Transformation

	Industry Experience
	Market Leading Partner Eco-System
	Splunk, a Cisco company, is the industry-leading data platform that powers enterprise resilience by enabling organisations to ingest, search, monitor, and analyse massive volumes of machine-generated data in real time. Operating across hybrid and multi-cloud environments, Splunk serves as the foundational architecture for advanced Security Information and Event Management (SIEM) and end-to-end IT observability, breaking down traditional data silos with its flexible "schema-on-read" approach. Driven by integrated innovations like Splunk Machine GPT and automated SOAR workflows, the platform enables Security Operations Centers (SOCs) to transition from manual threat detection to proactive, intelligent orchestration.

	Market Leading Partner Eco-System
	Varonis is the pioneer in cloud-native Data Security Posture Management (DSPM) and automated outcomes, engineered to protect business-critical data across hybrid cloud, SaaS, email, and on-premises environments. Delivered entirely as a unified SaaS platform via Varonis Atlas, it continuously discovers, classifies, and maps permissions for unstructured data and AI workloads, automatically enforcing a state of least privilege and correcting misconfigurations without human intervention. By layering advanced User and Entity Behavior Analytics (UEBA) alongside its premier Managed Data Detection and Response (MDDR) service, Varonis provides around-the-clock threat hunting and automated ransomware mitigation backed by a global team of data security experts.

	Market Leading Partner Eco-System
	Confluent, founded by the original creators of Apache Kafka, is the leading data streaming platform designed to break down legacy data silos and deliver real-time, event-driven data infrastructure across hybrid and multi-cloud environments. Available as a fully managed cloud service with Confluent Cloud or a self-managed software solution via Confluent Platform, the architecture allows organisations to continuously ingest, process, and route massive streams of data from any source to any destination. Driven by Apache Flink and advanced stream governance tools, Confluent enables businesses to transform static, historical databases into an intelligent, live data mesh.

	Market Leading Partner Eco-System
	Delinea is a pioneer in modern identity security, providing a unified, cloud-native control plane that extends traditional Privileged Access Management (PAM) into continuous, real-time authorisation. Built specifically for the agentic AI era, the Delinea Platform (powered by Iris AI) continuously discovers, inventories, and analyses risk across all human, machine, and autonomous AI identities across hybrid and multi-cloud environments. By integrating StrongDM’s advanced just-in-time (JIT) runtime authorisation capabilities, Delinea enforces least-privilege policies at the precise moment of action, enabling organisations to aggressively transition toward Zero Standing Privilege (ZSP) and eliminate hard-coded credentials.

	Market Leading Partner Eco-System
	Netskope delivers the Netskope One platform, a unified, cloud-native Security Service Edge (SSE) and SASE architecture designed to protect data and defend against threats across the web, cloud applications, and private infrastructure. Operating over its high-performance, low-latency NewEdge global network, the platform integrates a Next-Gen Secure Web Gateway (SWG), an industry-leading Cloud Access Security Broker (CASB), Zero Trust Network Access (ZTNA), and enterprise-grade Data Loss Prevention (DLP) into a single console and software agent. Optimised for the modern landscape, the platform features the Netskope One AI Security suite, including the AI Command Center, Agentic Broker, and AI Guardrails which provides comprehensive discovery, risk correlation, and content moderation to safely enable autonomous AI agents and large language models.

	Market Leading Partner Eco-System
	Securiti is a pioneer in unified data intelligence and the creator of the Data Command Center, a centralised platform engineered to enable the safe use of data and generative AI across hybrid, multi-cloud, and SaaS environments. By utilising a multi-dimensional knowledge graph, the platform unifies Data Security Posture Management (DSPM), AI Security Posture Management (AI-SPM), automated privacy operations, and complex regulatory compliance into a single pane of glass. Securiti allows organisations to discover and classify structured or unstructured data at a petabyte scale, automatically trace data lineage, and enforce granular access governance to eliminate shadow AI and insider threats. Following its strategic acquisition by Veeam, Securiti seamlessly integrates its advanced AI-driven data intelligence with industry-leading data resilience.

	Market Leading Partner Eco-System
	HashiCorp, an IBM company, is the industry leader in infrastructure automation and identity-based security, providing a standardised cloud operating model to provision, secure, connect, and run applications across hybrid and multi-cloud environments. Its highly scalable suite features Terraform for Infrastructure as Code (IaC) automated provisioning, Vault for advanced secrets management and identity-based Zero Trust security, Consul for service-mesh networking, and Nomad for lightweight workload orchestration. Now fully integrated into IBM's automation and Red Hat portfolios, HashiCorp eliminates cloud complexity, removes hard-coded credentials, and empowers platform engineering teams to deploy AI and cloud-native applications with unified, compliant control planes.

	Market Leading Partner Eco-System
	Chainguard is the pioneer in secure-by-default software supply chain solutions, providing modern enterprises with a trusted foundation for open-source software, cloud-native apps, and AI workloads. Driven by the Chainguard Factory a highly automated, SLSA Level 3-compliant build infrastructure, the platform continuously rebuilds, cryptographically signs, and generates Software Bills of Materials (SBOMs) for thousands of minimal, "distroless" container images and language libraries. By systematically stripping out unnecessary packages, Chainguard drops known vulnerability (CVE) counts to virtually zero overnight, successfully eliminating up to 97.6% of an application's attack surface.

	Market Leading Partner Eco-System
	Grafana Labs is the creator of the leading open and composable observability platform, empowering enterprises to search, visualise, and analyse metrics, logs, and traces regardless of where they are stored. Built on a vendor-neutral philosophy that eliminates data lock-in, the Grafana Cloud unified ecosystem integrates core open-source pillars, including Grafana for dynamic dashboards, Mimir for metrics, Loki (now enhanced by Logline) for high-cardinality log aggregation, and Tempo for tracing. Driven by automated cost-management features like Adaptive Telemetry and built-in GenAI capabilities via the Grafana Assistant, the platform accelerates incident response and reduces Mean Time to Resolution (MTTR).

	Market Leading Partner Eco-System
	BlinkOps is the pioneer in agentic security automation, redefining the legacy SOAR (Security Orchestration, Automation, and Response) market with the industry's first No-Code Security Agent Builder. Built specifically for the modern Security Operations Center (SOC), the platform empowers both developers and non-technical security teams to generate autonomous, custom security micro-agents and workflows using intuitive, generative AI prompts. Featuring a library of over 10,000 workflow templates and tens of thousands of out-of-the-box integrations, BlinkOps micro-agents operate seamlessly across cloud security, identity management (IAM), incident response, and compliance.

	Market Leading Partner Eco-System
	Okta is the leading independent Identity and Access Management (IAM) platform that secures connections between people, devices, and applications across the modern enterprise. Through its core offerings the Workforce Identity Cloud and the Customer Identity Cloud (powered by Auth0).  Okta enables seamless Single Sign-On (SSO), adaptive multi-factor authentication (MFA), and automated lifecycle management for internal employees and external consumers alike. By integrating advanced continuous threat protection, privileged access controls, and AI identity security, Okta delivers a robust, vendor-neutral Zero Trust architecture that reduces IT friction, mitigates security risks, and accelerates digital transformation.

	Market Leading Partner Eco-System
	BlueVoyant delivers a comprehensive, cloud-native Cyber Defense Platform that combines advanced AI-driven automation with expert human insight to secure an organisation's entire digital footprint. Operating directly within a client's existing SIEM and EDR infrastructure, BlueVoyant provides technology-agnostic Managed Detection & Response (MDR) alongside robust Digital Risk Protection to neutralise threats across networks, endpoints, and the dark web. What truly sets BlueVoyant apart is its pioneering Third-Party Risk Management (TPRM) and Supply Chain Defense; supported by its dedicated Risk Operations Center (ROC), the platform goes beyond simple risk scoring by actively investigating, validating, and directly remediating zero-day vulnerabilities within a customer's external vendor ecosystem.

	Market Leading Partner Eco-System
	SecurityScorecard is the global leader in threat-informed Third-Party Risk Management (TPRM) and cybersecurity ratings, continuously monitoring and grading the external security posture of millions of organisations worldwide. Utilising an intuitive, statistically validated A-F grading scale, the platform tracks vulnerabilities across ten critical risk factors including network security, endpoint security, and patching cadence, to offer an outside-in hacker’s perspective of an organisation’s digital footprint. Driven by TITAN AI and the MAX Service Delivery ecosystem, SecurityScorecard eliminates the friction of traditional, manual security questionnaires while delivering real-time, predictive breach intelligence and automated vendor response workflows.

	Market Leading Partner Eco-System
	mnemonic is a premier cybersecurity pure-play firm and a globally recognised leader in Managed Detection & Response (MDR), trusted to protect critical infrastructure and enterprise IT/OT environments from advanced cyber threats. Driven by its proprietary Argus security platform and a team of over 450 deep-tech security experts, ethical hackers, and incident responders, mnemonic seamlessly combines big data threat analysis with human intuition to offer 24/7 detection, response, offensive testing, and risk advisory services. Acknowledged as a notable MDR vendor by Gartner and a primary threat intelligence partner to international law enforcement agencies like Europol, mnemonic provides organisations with an independent, fact-based defense architecture that systematically neutralises security risks and ensures long-term operational resilience.

	Market Leading Partner Eco-System
	Island, the Enterprise Browser, redefines modern workspace security by embedding advanced data protection, IT governance, and Zero Trust access directly into a familiar, Chromium-based browser. By securing the "last mile" of user interaction where TLS encryption terminates, Island gives organisations granular control over data movement, allowing administrators to dynamically restrict copy/paste, screenshots, and downloads based on user identity, application, and device posture. This unique, browser-level enforcement allows enterprises to securely onboard third-party contractors in minutes, fully enable safe Bring-Your-Own-Device (BYOD) and generative AI strategies, and completely replace costly, high-latency Virtual Desktop Infrastructure (VDI).

	Market Leading Partner Eco-System
	SoSafe is Europe’s leading cybersecurity awareness and Human Risk Management (HRM) platform, leveraging behavioral science to transform employees into an organisation’s strongest line of defense. Through its advanced Human Risk OS™, the platform moves beyond traditional, boring compliance check-boxes by tracking a continuous Human Security Index that quantifies and visualises human-centric vulnerabilities across departments. Driven by smart, AI-powered phishing simulations and personalised, gamified micro-learning alongside its conversational AI companion, Sofie - SoSafe delivers real-time psychological interventions that turn secure habits into second nature. Fully GDPR-compliant and engineered for automated deployment, SoSafe helps global enterprises mitigate sophisticated social engineering tactics, satisfy stringent compliance audits (such as ISO 27001), and sustainably build a proactive culture of digital self-defense.

	Market Leading Partner Eco-System
	KnowBe4 is the pioneer in Human Risk Management (HRM) and agentic AI governance, engineered to secure the modern enterprise against social engineering, phishing, and AI-driven fraud. Trusted by more than 70,000 organisations worldwide, the KnowBe4 Platform integrates its massive security awareness training library and automated attack simulations with its core AIDA (Artificial Intelligence Defense Agents) orchestration engine. Driven by the recent release of its Agent Risk Manager (ARM), the platform extends workforce security beyond humans to autonomous AI agents, actively discovering "shadow AI," mapping permissions, and applying behavioral guardrails to prevent data exfiltration.

	Market Leading Partner Eco-System
	Imprivata is the digital identity and access management leader for mission-critical industries, purpose-built to solve complex security, compliance, and workflow challenges across highly regulated enterprise environments. Its core platform delivers context-aware, passwordless authentication such as badge-tapping, proximity sensors, and biometric verification allowing mobile and distributed workforces to instantly secure and roam virtual desktops across shared workstations and mobile devices without login friction. Driven by advanced AI-powered behavioral analytics and complemented by its built-in Identity Governance and Administration (IGA) and Vendor Privileged Access Management (VPAM), Imprivata secures all internal, third-party, and autonomous identities at the precise point of access.

	Market Leading Partner Eco-System
	AWS Marketplace is a curated digital catalog and enterprise procurement channel that streamlines how organisations discover, try, buy, deploy, and manage third-party software, data, and cloud services. By centralising purchases into a single, consolidated AWS invoice, the platform allows businesses to bypass traditional, months-long vendor onboarding, legal reviews, and procurement friction. Crucially for enterprise buyers, AWS Marketplace transactions can be customised through tailored private offers and seamlessly applied toward an organisation's pre-existing AWS Enterprise Discount Program (EDP) cloud-spend commitments.
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