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The Python, Java, and JavaScript libraries you love—built from verified source to prevent catastrophic malware risk.

The hidden cost of untrustworthy libraries

The world runs on open source, but the threat landscape has changed dramatically. Software supply chain attacks have evolved from rare anomalies to

an industrialized crisis targeting open source. Breaches now cost millions while they erode customer trust.

Real-world malware incidents like the Shai-Hulud worms, ultralytics, and chalk demonstrate how easily attackers exploit opaque binaries to steal
secrets and money. This escalating risk leads to an average supply chain breach cost of $5.1 million and forces your engineers to spend up to 20% of their
time on incident response and security triage work, stalling your team's innovation and momentum. Chainguard Libraries solve this problem at the root:

unlike scanners or policy engines layered on top of public registries, we proactively prevent 98%+ of malware from ever entering your environment because

only packages with verified, buildable source are included.

PUBLIC REGISTRIES ARE AN
OPEN DCOR FOR MALWARE B

Build pipeline Bypass CI/CD Typosquatting

num2words ('25) Codecov('21) 1,000s of attacks

ultralytics ('24)

& Maintainer Source © o > Build o o > Distribution © 0 C°® Deve'cpers

Source code

Build system Library distribution

PHP ("21)

XZ-Utils (°24) Shai-Hulud ('25)
is ('25)

chalk ('25)
lottie-player ('24)
solana/web3.js ('24)

Bad dependency

Cursor tcols (°25)

Dependencies | 98% of malware
pytorch ('23)

discordpydebug (*22) is inserted here.

The libraries you know, with the security you demand
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Ecosystems

1M+ versions of libraries that have been built from source code to keep your business safe from malicious attacks without slowing development velocity.

e Pythcn Trusted, verified libraries from PyPI, including backported CVE fixes for popular libraries like Django and flask.
& Java Trusted, built-from-source libraries from Maven Central, providing verifiably secure dependencies for your core applications.
JS quchript Currently available in closed beta — trusted, built-from-source libraries from the npm registry.
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Chainguard Libraries provides continuous security across your core of our SeCUl‘itY model at Abl’idge- BY

language ecosystems, minimizing your risk without any added developer toil. eXtending their approach to include active

CVE remediation, they are helping us

» Proactive Malware Prevention: Protected from malicious packages and streamline how we secure our software

supply chain without increasing overhead
on our developers.”

supply chain attacks such as Shai-Hulud, XZ-Utils, ultralytics, and
num2words.

o Verified by Default: Every library is built in a tamper-proof, SLSA L2-
certified environment with full provenance and signed SBOMs, ensuring
you have what you need to provide compliance evidence.
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o Ecosystem Coverage: Access to 100,000+ libraries across Java, Python,

and Javascript, with more being added every month.

Seamlessly integrates with your tech stack

Chainguard Libraries integrates easily into your existing security and development tools, maximizing your return on existing investments.
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READY TO IMPROVE YOUR SECURITY POSTURE? LEARN MORE AT CHAINGUARD.DEV/LIBRARIES. o



https://chainguard.dev/libraries

