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Observability (O11y) is part of Resilience

SecOps ITOps DevOps 

Digital Resilience
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The Unified Security and Observability Platform 
The foundation for Digital Resilience
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2022 Gartner Magic Quadrant for Security Information and Event Management | 2023 Magic Quadrant for Application Performance Monitoring and Observability | Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the 
highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s Research & Advisory organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a 
particular purpose. GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally, and MAGIC QUADRANT is a registered trademark of Gartner, Inc. and/or its affiliates and are used herein with permission. All rights reserved.

GARTNER is a registered trademark and service mark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and is used herein with permission. All rights reserved. Gartner does not endorse any vendor, product or service depicted in its research publications, and does not advise technology users to select only those vendors with 
the highest ratings or other designation. Gartner research publications consist of the opinions of Gartner’s research organization and should not be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect to this research, including any warranties of merchantability or fitness for a particular purpose.

Splunk is the only 
vendor recognized 
as a leader in the 
latest Magic 
Quadrant™ Reports 
for SIEM and APM 
and Observability

 

A Leader
Gartner® Magic 

Quadrant™ 
for SIEM

 

A Leader
Gartner® Magic 

Quadrant™ 
for APM and 
Observability
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Splunk O11y is a Gartner MQ Leader

● 2023 Gartner MQ for APM + 
Observability Leader

● Splunk is the only new entrant in the 
leadership quadrant

● Strengths include:
○ OpenTelemetry support
○ Expanding coverage
○ Scalability

Finally! It’s taken 3 years hard work…
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 System 
Complexity

Dynamic
The topologies that 

link components vary 
from microsecond to 

microsecond

Ephemeral
The average 

component life span 
is shrinking to mili.- 
and microseconds

Modular
Modern Digital Stacks 

are built from 
increasingly small 

components

Distributed
The locations

of components 
comprising a single 

stack are increasingly 
far-flung
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 Data 
Complexity

Velocity
Rate of self 

descriptive data 
generation is 
increasing by
20% a year

Vectoriality
Avg data dimensions 
have  increased by

two orders of 
magnitude over the 

last five years

Volume
The amount of 

self-descriptive data 
is increasing by an 
order of magnitude 

every 5 years

Variety
The number of data 

types monitored  has 
doubled over the past 

ten years
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 The 
Monitoring 
Design 
Plan
1975 - 2022

Structured Event 
Records

Data is packed into 
event record formats 
intended to represent 

states.

Predefined Model
Records from 
database are 

compared to model - 
alert if mismatch.

Samples
Assuming low 

entropy, monitoring 
data is sampled - less 

than 5% is norm.

Database
Records stored in 

database.
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But, it doesn’t work anymore!
Monolithic Apps 

(2007 -2011)
Multi-Tier Apps

(2011 - 2015)
Modular Apps

(2015 -2020)

DEV OPS DEV OPS DEV OPS DEV OPS

 Splunk, Elastic DataDog, Splunk, 
BrandX?

Events, Rules, Alerts Numbers, Models, 
Reports

 Logs, Metrics, Search  Full Telemetry, AI, 
Automation

VM VM VM VM VM VM

Private Public

VM VM VM VM VM VM

VM VM VM

Private Public Private Public

IBM, CA, BMC, HP AppD, Dynatrace, 
New Relic

Ephemeral Apps
(2020 - ?)
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WHAT’S HAPPENING?

Observability   The Three Pillars

METRICS
Detect

WHERE IS IT HAPPENING? TRACES
Troubleshoot

WHY IS IT HAPPENING? EVENTS / LOGS
Pinpoint
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Traditional Splunk

Data 
Lake

UF / HEC / API

Metrics Traces Logs

Splunk
SPL

“NoSQL”
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Traditional IM / APM 

Data 
Warehouse

Metrics Traces

MTS
“SQL”

Agents
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Splunk with O11Y

Logs

Splunk
SPL

“NoSQL”

MTS
“SQL”

Data 
Lakehouse

Q
ua

nt
iz

er

Metrics

SECURITY

BUSINESS

SAP

IOT

Traces

Open Telemetry
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“The Engineer”
● Real Time
● What went wrong?
● How do I fix it?

Who are you? 
How do you want to consume your information?

 Infrastructure 

Application

User Experience

 Infrastructure  Application  Log Analytics “The Service Owner”
● Full Visibility
● How is the Service Running?
● Is there any action we need to take?

Log Analytics

Security Insights
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Splunk Observability Components

On-Prem   |   Hybrid Cloud   |   Multi-Cloud   |   Cloud-Native

Real-Time Analytics-Powered Enterprise-Grade OpenTelemetry-NativeFull-Stack

Splunk
Observability 

Digital Experience Monitoring
“Is my application working ?”

AIOps
“Please get rid of the noise so I can 
concentrate on what’s important

IT Service Intelligence
What level of service are we delivering 

– will I get fired?” 
Incident Response
“Let’s get it fixed with the right people 
on the job”Infrastructure Monitoring

What resources is the application using?
Log Analytics
“What went wrong – why did 
the app fail?”

APM
What is my application doing?
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Why Splunk for Observability? 
Visibility and control across your all your business services, apps and infrastructure

Full-Stack

Real-Time Streaming

OpenTelemetry and 
Robust Ecosystem

Enterprise-Grade

Analytics-Powered

Full fidelity data collection and correlation across 
metrics, traces, logs, events and services. 

Streaming analytics enable alerting in seconds

Built-in AI/ML to deliver predictive analytics, more 
accurate alerts and “no dead-end” investigations

One platform and integrated suite to support many 
teams and all your environments

Leader in OpenTelemetry. Extensive community of 
thousands Splunk developers, apps and add-ons
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Foundational 
Visibility

Prioritized 
Actions

Proactive 
Response

Optimized 
Experiences

A Path To Greater Resilience 

Digital Resilience at Enterprise Scale

Security
SecOps

Observability
ITOps, DevOps

B+C
GO!

B+C 
STOP

Search and 
investigate

Expand monitoring, 
alerting and 
response

Deliver situational 
awareness and 
automation 

Achieve real-time 
risk insights 

Troubleshoot with 
log analytics

Understand
service health

Ensure reliability of 
consumer-facing 
web applications

Deliver exceptional
digital customer
experiences

See across hybrid 
environments

Overcome alert 
fatigue

Get ahead of 
issues

Delight customers 
and build trust
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Thank You
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 Splunk 
Infrastructure 
Monitoring 
 Real-time streaming metrics

• On-prem & hybrid-/multi-cloud monitoring

• Kubernetes & container monitoring

• Serverless monitoring

• Pre-built dashboards & hundreds of 
integrations

• Automatic service discovery

• Instant, analytics-driven alerting

• Seamless slice-and-dice

• Custom & high resolution metrics
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 Log 
Observer 
Connect
Advanced observability 
capabilities with Splunk 
Enterprise and Splunk 
Cloud data

• Centralize your data. Leverage the 
power of Splunk Enterprise and 
Splunk Cloud data in-context with 
metrics and traces 

• Get started quickly. Start using Log 
Observer Connect in less than 10 
minutes

• Access to no-code Log Observer 
experience and related content links 
for faster troubleshooting and 
root-cause analysis

• Extend the value of your Splunk 
investment at no additional cost
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 Splunk APM
 Application Monitoring and 
Troubleshooting

• Lightweight, open instrumentation 

• Rich, dynamic service map

• Full-stack correlation

• NoSample™ full-fidelity ingestion

• Unlimited cardinality exploration- search across 
any tag or dimension (UserName, TransactionID,
Geography, etc.)

• Speedy UI, analytics & drilldowns 

• AI-driven alerting and directed 
troubleshooting
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What RUM doesWhat SYNTHETIC does
Digital Experience 

Monitoring
What the USER sees Every real 

transaction from 
every real user

1st byte : nav begins

Visually ready

Fully loaded

Network request

Simulated user 
transactions

Step1

Step 2

Step3

Step 4

Step1

Step 2

Step3

Customer journey tracking

Overall web performance

User Context

Transaction monitoring

Availability monitoring

Competition benchmarking

Web performance / 3rd party tag 
monitoring



© 2023 SPLUNK INC.

Splunk Corporate Template  |  TMPLT-FY24-101

 Splunk RUM
 Industry’s only end-to-end, 
full-fidelity visibility into end user 
experiences

• Track and monitor continuously
for performance

• Elevate quality end-user
experiences in real time

• Simplify troubleshooting
for faster resolution

• Unlock user data through
open standards

• Built for Observability, with
flexibility and choice

• Supports JavaScript (browsers), 
and iOS and Android native apps
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Splunk 
Synthetics
Synthetic Monitoring 
Integrated into the Splunk 
Observability Platform

● Proactively detect issues in API 
and page performance, across 
entire user journeys

● Troubleshoot frontend and 
backend performance issues 
faster in a single UI

● Visualize the impact of new code 
on customer experience

Information on this page is provided to the <INSERT CUSTOMER NAME HERE> under the Trade Secrets Act (18 USC 1905) and other federal law and regulations and is proprietary to Splunk.
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 Splunk
On-Call
 Collaborative Incident Response

• Intelligent on-call
• Post-incident analysis

and reporting
• Mobile-first
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 Open
Telemetry-
Native
 Single, open standards- 
based agent for metrics, 
traces, logs and more for 
more control and 
greater ROI

Splunk
ObservabilityOpen Standards 

Data Collection
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Infrastructure
Per Host

Applications & Infra
Per Host

End-to-End
Per Host

Products and 
Entitlements 
Included

• Splunk Infrastructure Monitoring Enterprise 
Edition
• 20 Containers or Serverless Functions
• 200 Custom Metrics
• Data Retention (1min Roll-Ups / 1sec 

Native): 13 months / 3 months

• Splunk Synthetic Monitoring - Uptime Tests, 
Enterprise Edition
• 10k Uptime Test Runs per Month

• Splunk Incident Intelligence

• 1 monthly active user per 10 hosts

• Log Observer Connect

Everything in Infrastructure PLUS:

• Splunk Application Performance Monitoring, 
Enterprise Edition
• 20 Containers or Serverless Functions 
• 5 Profiled Containers
• 40 Monitoring MetricSet
• 400 Troubleshooting MetricSet
• 20.48 MB TraceVolume ingested per 

min
• 10.24 MB Profiling TraceVolume 

ingested per min
• Splunk Synthetic Monitoring - API Tests, 

Enterprise Edition
• 10k Synthetics API Test Runs per Month

Everything in App & Infra PLUS:

• Splunk Real User Monitoring, Enterprise 
Edition 
• 10k Sessions/Month

• Splunk Synthetic Monitoring - Browser 
Tests, Enterprise Edition 1000 Browser 
Test Runs per Month (Browser or Mobile)

Customer
Success Plans 
(Support, EDU, PS)

All tiers include the Standard Customer Success Plan.
Premium Customer Success Plans are available at additional cost per host.

Observability Cloud - An easier way to consume ….

#
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Splunk Observability 

Splunk Observability Cloud

Logs
Unstructured / 
Structured

Splunk 
ENTERPRISE

Streaming  |  ML  |  
Scalable Index  |  

Search & Visualization

Splunk Enterprise & Splunk IT Service Intelligence
Service Level Management  |  Business Service Intelligence  |  Event Management

Metrics
High Resolution 
& Cardinality

Traces
Full-Fidelity

Data Sources
Hybrid Cloud Infra  |  Applications  |  Services  |  Users

Infrastructure
Hybrid Cloud  

Containers/K8s 
Serverless

APM
Service map
End-to-end

Synthetics
Customer Exp. SLAs 
Web API Optimization

RUM
Web vitals

Front-end user 
experience

Log Observer
Log correlation

Hypervision

Business & 
Service 
Monitoring

User 
Experience

Application 
performance

Retrieve 
logs

Access 
logs

Retrieve 
metrics

Retrieve logs

Retrieve metrics
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The Splunk 
T-Shirt Co.
How this comes together …..
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The Splunk 
T-Shirt Co.
Online Store

● Niche Clothing brand
● Born in the Cloud
● Online Only
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Scale Resources for 
Traffic Increase
● SRE
● K8S Navigator

○ InfraMon
● Terraform 
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